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Top Stories 

• American Honda Motor Company, Inc., recalled 303,904 Accord sedan vehicles October 
29 after determining the side Supplemental Restraint System software requires updating 
due to premature deployment of the side curtain airbags. -Honda.com (See item 3 ) 

• Officials reported October 31 that 43 Chipotle restaurants in Washington and Oregon were 
closed indefinitely after the Washington State Department of Health announced 19 cases of 
E. coli in Washington and 3 in Oregon were tied to the chain. - NBC News (See item 11 ) 

• McKay-Dee Hospital in Utah notified nearly 4,800 patients October 30 that they may have 
been exposed to hepatitis C after a former nurse and a patient treated at the hospital were 
both infected with the same hepatitis genotype. - Ogden Standard-Examiner (See item 21 ) 

• An October 30 fire at the InTown Suites in Hampton, Virginia, displaced 125 residents 
after officials determined that the fire was caused by unattended cooking on a second-floor 
unit’s kitchen. - Newport News Daily Press (See item 27 ) 
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Energy Sector 



Nothing to report 

Chemical Industry Sector 

Nothing to report 

Nuclear Reactors, Materials, and Waste Sector 

1. November 2, U.S. Federal Register - (National) Cyber security event notifications. 
The U.S. Nuclear Regulatory Commission adopted new rules effective December 2 to 
guide nuclear power plants following the commission’s analysis on the reliability and 
effectiveness of nuclear power reactor licensees. The guidelines establish new cyber 
security event notification requirements, codify certain reporting activities, and help 
provide high assurance that communication systems and digital computers and 
networks are providing adequate protection against cyber-attacks. 

Source: https://www.federalregister.gov/articles/2015/ll/02/2015-27855/cyber- 
security-event-notifications 

Critical Manufacturing Sector 

2. October 30, Agence France-Presse - (International) Porsche recalls close to 60,000 
vehicles over leak. Porsche AG issued a recall October 30 for 58,881 Macan S and 
Macan Turbo models worldwide, including 21,835 in the U.S., due to risks of engine 
leaks as a result of low-pressure fuel lines in the engine compartment. There have been 
no reported accidents due to the issue. 

Source: http://news.vahoo.com/porsche-recalls-close-60-00Q-vehicles-over-leak- 
012947370.html 

3. October 29, Honda.com - (National) Statement by American Honda regarding side 
airbag inadvertent deployment recall: 2008 - 2009 Honda Accord sedan. American 
Honda Motor Company, Inc., issued a recall October 29 for 303,904 model year 2008 - 
2009 Accord sedan vehicles after the company determined that the side Supplemental 
Restraint System (SRS) software requires updating due to premature deployment of the 
side and/or side curtain airbags if the ignition is on and a door is forcefully slammed, or 
if the vehicle’s underbody receives significant impact. The issue is related to the side 
impact deployment threshold specification and Honda has received 19 injury claims 
related to the problem. 

Source: http://news.honda.com/newsandviews/article.aspx?id=8727-en 

Defense Industrial Base Sector 

Nothing to report 
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Financial Services Sector 



4. October 30, Reuters - (National) BofA reaches $335 min settlement over mortgages, 
MERS. Charlotte, North Carolina-based Bank of America Corp reached a $335 million 
settlement with the U.S. Securities and Exchange Commission October 30 to resolve 
accusations that the bank misled shareholders about its exposure to risky mortgage 
securities and its dependence on an electronic mortgage registry known as MERS. 
Source: http ://www .reuters . com/article/20 15/1 0/30/bankofamerica- settlement- 
idUSLlN12U35T20151030 

5. October 30, Associated Press - (Texas) South Texan faces $5M securities fraud, 
theft charges. A South Texas man was indicted October 26 for securities fraud, theft, 
and money laundering due to his alleged involvement in a $5 million investment scam 
in the Alice area since 2013. 

Source: http://www.miamiherald.com/news/business/article41926578.html 

Transportation Systems Sector 

6. November 1, KMGH 7 Denver - (Colorado) Wrong-way driver caused crash that 
shut down westbound 1-70 in Denver overnight, police said. Interstate 70 in Denver 
was shut down overnight November 1 while crews cleaned up and investigated 2 
separate crashes after a wrong-way driver collided with a car, while another vehicle 
was hit when pulling over to call 9-1-1. The wrong- way driver was hospitalized and 
another person was injured in the second collision. 

Source: http://www.thedenverchannel.com/news/local-news/multi-car-crash-shuts- 
down-westbound-i-70-in-denver-ovemight 

7. November 1, Easton Express-Times - (Pennsylvania) Police investigate crash that 
shut-down 1-80 for 6 hours. Interstate 80 near mile marker 295 in Pocono Township 
was shut down for 6 hours November 1 while crews cleared the scene of a single- 
vehicle accident that injured both the passenger and driver. The cause of the crash 
remains under investigation. 

Source: 

http://www.lehighvallevlive.com/news/index.ssf/2015/ll/police investigate crash that 
.html 



8. October 31, Chicago Tribune - (Illinois) Service resumes on CTA Red Line after 
derailment. The Chicago Transit Red Line resumed service October 31 after being 
shut down for 5 hours while officials responded to a train derailment on the North Side, 
prompting passengers to evacuate the train. 

Source: http://www.chicagotribune.com/news/local/breaking/ct-cta-red-line-service- 
disrupted-due-to-train-derailment-20151031-story.html 

9. October 31, WJXT 4 Jacksonville - (Florida) 1 dead, 13 hospitalized from 1-75 
crashes. Interstate 75 and all northbound lanes of Interstate 10 in Columbia County 
were shut down for several hours October 30 due to 2 separate accidents that killed 1 
person and injured 13 others. 
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Source: http://www.news4iax.com/news/crash-closes-i75-nb-in-columbia- 
county/36159476 



10. October 30, KTBC 7 Austin - (Texas) Electrical damage at ABIA leads to 
cancellations, delays. Austin Bergstrom International Airport officials reported that 
major floods following recent heavy storms caused electrical failures and equipment 
damage at the air traffic tower and the radar approach facility, causing air traffic 
controllers unable to direct aircrafts and provide limited service October 30. Houston 
George Bush Intercontinental Airport took control of all flights in and out of the Austin 
airport while the U.S. Federal Aviation Administration brought a portable air traffic 
control tower from storage in Kansas City to Austin. 

Source: http://www.fox7austin.com/news/local-news/41755116-story 

Food and Agriculture Sector 

11. November 2, NBC News - (Washington; Oregon) 43 Washington and Oregon 
Chipotle restaurants closed after E. coli outbreak. Health officials reported October 
31 that 43 Chipotle restaurants in Washington and Oregon were closed indefinitely 
after the Washington State Department of Health announced 19 cases of E. coli in 
Washington and 3 in Oregon tied to the chain. The company is working with health 
officials to determine the cause of the outbreak. 

Source: http://www.nbcnews.com/news/us-news/43-washington-oregon-chipotle- 
restaurants-closed-after-e-coli-outbreak-n455166 



12. November 1, KCBD 11 Lubbock - (National) All American Meats, INC. recalls 
ground beef due to possible E. coli contamination. Omaha, Nebraska-based All 
American Meats, Inc., issued a voluntary recall November 1 for approximately 167,427 
pounds of its ground beef products after in-commerce surveillance program testing 
revealed positive results for E. coli. The items were shipped nationwide and customers 
were advised to discard any unused products. 

Source: http://www.kcbd.com/story/30405093/all-american-meats-inc-recalls-ground- 
beef-due-to-possible-e-coli-contamination 

13. November 1, U.S. Department of Agriculture - (California) Ready Pac Foods, Inc. 
recalls salad kit products due to misbranding and undeclared allergens. Irwindale, 
California-based Ready Pac Foods, Inc., issued a voluntary recall for approximately 
265 pounds of its Bistro Salad Kit with Grilled Chicken products packaged in 15-ounce 
bowls November 1 due to misbranding and undeclared allergens after initial launch 
sample testing revealed that the bowls possessed the wrong dressing, which contained 
anchovies and eggs. The products were shipped to retail locations in California. 

Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health- 
alerts/recall-case-archi ve/archive/20 1 5/recall- 136-20 1 5-release 



14. October 30, U.S. Food and Drug Administration - (Minnesota) Northstar Produce 
Inc. recalls Granny Smith Size 175 apples because of possible health risk. St. Louis 
Park-based Northstar Produce Inc., recalled 33 cases of its Granny Smith Size 175 
count apples October 26 after sample testing revealed positive traces of Listeria 
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monocytogenes, Salmonella, and Enterohemorrhagic E. coli. The products were sold at 
Mike’s Discount Foods stores in Minnesota. 

Source: http://www.fda.gov/Safety/Recalls/ucm470317.htm 

15. October 30, U.S. Food and Drug Administration - (National) Kar’s Nuts recalling 
certain packages of Sweet ‘N Salty Mix. Kar’s Nuts, Inc., issued a voluntary recall 
October 22 for a limited number of packages of its Sweet ‘N Salty Mix products after 
consumer reports revealed that a hard, clear foreign material was found in several 
packages. 

Source: http://www.fda.gov/Safety/Recalls/ucm470332.htm 

16. October 30, U.S. Food and Drug Administration - (Oregon) Farmer Creek is issuing 
a voluntary recall on canned albacore tuna products because of a possible health 
risk. Cloverdale, Oregon-based Farmer Creek issued a voluntary recall October 30 for 
its canned albacore tuna products manufactured by Skipanon Brand Seafoods LLC due 
to potential Clostridium botulinum contamination after an inspection at the 
manufacturer revealed that the products may have been under-processed. The products 
were sold to farm stands and farmers markets in Oregon. 

Source: http://www.fda.gov/Safety/Recalls/ucm470366.htm 

17. October 30, U.S. Food and Drug Administration - (National) Giant Food alerts 
customers to voluntary recall of Nature’s Promise Organic Edamame. Landover, 
Maryland-based Giant Food, EEC recalled Nature’s Promise Organic Edamame 
products October 30 due misbranding and undeclared soy. The products were taken off 
store shelves and customers were advised to discard any unused products. 

Source: http ://ww w .fda. gov/S afety/Recalls/ucm47 03 86 .htm 

18. October 30, U.S. Food and Drug Administration - (National) Stop & Shop alerts 
customers to voluntary recall of Nature’s Promise Organic Edamame. The Stop & 
Shop Supermarket Company LLC recalled Nature’s Promise Organic Edamame 
products October 30 due to misbranding and undeclared soy. Customers were advised 
to discard any unused products or return the products for a full refund. 

Source: http://www.fda.gov/Safety/Recalls/ucm470388.htm 

Water and Wastewater Systems Sector 

19. November 2, USA Today - (Texas) 2M gallons of sewage spills in Houston bayous. 
Recent heavy storms in the Houston area overwhelmed the waste water system and 
caused more than 2 million gallons of sewage to spill out at 4 sites and potentially 
influenced Halls, White Oak, Brays, and Sims bayous October 31. Officials issued a 
water advisory to the public. 

Source: http://www.usatodav.com/storv/news/nation-now/2015/ll/02/2m-gallons- 
sewage-spills-houston-bayous/75029570/ 

20. October 30, Del Ray Patch - (Washington, D.C.) Reagan National Airport jet fuel 
spills into Potomac River. Officials reported that an estimated 7,500 to 9,000 gallons 
of Jet A aviation fuel spilled into the Potomac River south of Regan Washington 
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National Airport October 29. The source of the spill is secure and all recoverable fuel 
was removed from storm water overflow drains on the airport property, while crews 
continued to clean the scene with an estimated completion date of October 31. 
Source: http://patch.com/virginia/delrav/reagan-national-airport-iet-fuel-spills- 
potomac -river 

Healthcare and Public Health Sector 



21. November 1, Ogden Standard-Examiner - (National) 4,800 McKay-Dee patients 
could have been exposed to hepatitis C. McKay-Dee Hospital in Ogden notified 
nearly 4,800 patients October 30 that they may have been exposed to hepatitis C 
between June 2013 and November 2014 after the Utah Department of Health notified 
the hospital that a former nurse and a patient treated at the hospital’s emergency 
department were both infected with the same hepatitis genotype. The incident is under 
investigation and authorities reported that the former nurse was terminated after 
allegedly admitting to diverting drugs from the emergency department. 

Source: http://www.standard.net/Health/2015/10/31/4-800-McKay-Dee-patients- 
possibly-exposed-to-hepatitis-C 

Government Facilities Sector 

22. November 2, WEWS 5 Cleveland - (Ohio) Eastlake Middle School, Thomas 
Jefferson Elementary School closed due to power outage. Thomas Jefferson 
Elementary School and Eastlake Middle School in Eastlake, Ohio, were closed 
November 2 due to a power outage. 

Source: http://www.newsnet5.com/news/local-news/oh-lake/eastlake-middle-school- 
thomas-jefferson-elementary-school-closed-due-to-power-outage 

23. October 30, U.S. Immigration and Customs Enforcement - (California) 4 men indicted 
in destructive national forest marijuana grow. Federal and State authorities charged 
4 men October 29 for their alleged roles in a marijuana cultivation operation at the 
Sequoia National Forest in California after law enforcement agents found 2,608 plants 
and toxic chemicals, fertilizer, and trash from the site. Officers determined that the 
cultivation activities caused significant damage to the land and natural resources. 
Source: https://www.ice.gov/news/releases/4-men-indicted-destructive-national-forest- 
mariju ana- grow 

For another story, see item 20 

Emergency Services Sector 

Nothing to report 

Information Technology Sector 

24. November 1, Softpedia - (International) Latest flash zero-day bug already part of the 
Angler and Nuclear exploit kits. Researchers from Malwarebytes detected that recent 
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versions of the Angler and Nuclear exploit kits (EK) were actively integrating and 
using a previously patched Adobe zero-day flaw that affected several Flash versions on 
Windows and Linux systems which could allow successful exploitation causing a crash 
and allowing the hacker to take control of the affected system. Experts recommended 
that users disable Flash in browsers while it is not in use. 

Source: http://news.softpedia.com/news/latest-flash-zero-dav-bug-already-part-of-the- 
angler-and-nuclear-exploit-kits-495601.shtml 

Internet Alert Dashboard 



To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org 



Communications Sector 

Nothing to report 

Commercial Facilities Sector 

25. November 1, WHAS 11 Louisville - (Kentucky) Jeffersontown fire kills one, leaves 19 
others homeless. An October 31 fire at the Regency Three Condominiums in 
Louisville caused significant damage to the building, displacing 19 people and killing 1 
other while firefighters contained the incident. Officials are investigating the cause of 
the fire. 

Source: http://www.whasll.com/storv/news/2015/10/31/l-dead-ieffersontown- 
fire/74939936/ 



26. October 30, Reuters - (California) Twelve taken to hospital over chemical odor at 
California hotel. Officials reported October 30 that a chemical odor at a Westin hotel 
in Palo Alto prompted the evacuation of first floor residents and sent 12 people to area 
hospitals for respiratory irritant issues. HAZMAT crews could not identify the source 
of the odor, and cleared the scene of any toxic fumes. 

Source: http ://www .reuters . com/article/20 15/1 0/30/california-hotel- 
idUSLlN12UlTE20151030 



27. October 30, Newport News Daily Press - (Virginia) 120 displaced after unattended 
cooking causes fire at Hampton hotel, official says. An October 30 fire at the 
InTown Suites in Hampton, Virginia, displaced 125 residents after officials determined 
that the fire was caused by unattended cooking on a second- floor unit’s kitchen. Two 
people were assessed for smoke inhalation and the total amount of damage was 
unknown. 

Source: http://www.dailypress.com/news/hampton/dp-fire-damages-hampton-hotel- 
20151030-story.html 
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Dams Sector 



Nothing to report 





NTAS 



NO ACTIVE ALERTS 

www.DHS.gov/alerts 



Department of Homeland Security (DHS) 

DHS Daily Open Source Infrastructure Report Contact Information 

About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday 
through Friday] summary of open-source published information concerning significant critical 
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on 
the Department of Homeland Security Web site: http://www.dhs.gov/lPDailvReport 

Contact Information 

Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703) 942-8590 

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 

instructions to Get e-mail updates when this information changes . 

Removal from Distribution List: Send mail to support@govdelivery.com . 



Contact DHS 

To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201. 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov . 

Department of Homeland Security Disclaimer 

The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material. 
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